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Abstract
The most dangerous threats faced by organizations are insider attacks. Since insiders are aware of the underlying system, handling
insider attack is a most deterring task. The volume of attacks posed by insiders on cloud is very much higher than the traditional
systems, as the attack vector and scope of the attack is high in cloud1. Insider attack affects the reputation and productivity of the
organization and drags it into losses. Insiders may cause damage accidentally or intentionally. Proper management of privileges
reduces the threats posed by insiders. So by properly managing privileges, insider threats can be reduced. This paper proposes a
privilege management mechanism which manages the users by incorporating risk, trust into an access control mechanism to develop
more scalable and ﬂexible prevention mechanism against insider attacks.
© 2015 The Authors. Published by Elsevier B.V.
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1. Introduction
Cloud computing had gained its popularity in very less span and has been growing vastly in every ﬁeld of science
and technology. Many organizations are shifting their roots to cloud as it is cheap, burden less and accessibility
anywhere and anytime. The cost of maintenance is less, up gradation and migration is easy. Even though the cloud is
gaining the popularity still many organizations stand back to move to cloud as there is no clear form of trust in cloud
providers and the unfamiliarity of the underlying architecture. The fear of migrating to the cloud is because of the data
is moving away from the hands of the owner into a third party. There are many threat agents from outside as well as
inside involving malicious hacker groups, viruses, security organizations, malicious employees, masquerades etc. The
attack vector and scope of attack in the cloud is higher as the data is available in many forms and many places in the
cloud. The most disastrous threat in the cloud is the insider attack2 and there is a necessity to focus more on this topic
as it is hard to ﬁnd such type of attacks. An insider attack can be categorized into several categories in the cloud:
1. Rogue administrator from the service provider side
2. Rogue administrator at the organization side who is accessing the cloud services
3. A cloud employee who has access to the sensitive data
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Insider attacks can be traditionally categorized into traitors and masquerades1. A traitor is one who authorizes access
to the asset to perform some action which will cause damage to that asset. The person who acquires the identity of the
legitimate user and performs the malicious act on behalf of the legitimate user is termed as masquerades.
Since insiders are considered as the authorized users of a system. Properly managing the authorization and access
of the privileged users will be useful in reduction of insider threats. Privileged identities can be managed by access
control mechanisms. In access control mechanism, authentication and authorization are the primary tasks. However,
the authentication mechanism involving password is not sufﬁcient against potential attackers. So different integrated
mechanism has been used (E.g. Multilevel authentication schemes, biometrics, etc.).
In this paper a biometric authentication system based on keystroke dynamics3 is used. The main purpose of
considering keystroke dynamics as authentication mechanism is its simplicity and deployment in cloud is very simple
compared to the other biometrics. The user is authenticated as well as authorized based on the trust he/she maintained
with the underlying mechanism during the object course of interaction. Continuous biometric authentication systems
depends on the threshold value. However, setting a static threshold in cloud like environments is not a good option.
Different objects in different situations require different types of security. Threshold has been made dynamic by
adjusting it based on the risk of object under consideration, E.g. the more risky object needs to be more precise.
Risk can be deﬁned as the function of threat, vulnerability, and cost. Vulnerability is a hole in the system security
through which a threat agent will perform certain kind of malicious actions which will cause damage to the existing
system in a manner that will costs the participating entities (Owner, attacker). The total course of action which will
beneﬁt an attacker or create loss to the owner is called risk.
Risk is considered as the most important factor in taking any kind of action against an asset. An asset always
contains some value associated with it and the asset with more value possesses the highest risk. Risk can be analyzed
by the following methods4:
1. Qualitative methodology: This approach consists of using probability and impact matrix such as deﬁning ranges
from low to high or using some scaling system like 0 to 1. With this approach the main focus will be on the
important risk areas which will save the management time and effort.
2. Quantitative methodology: This approach ranks the risk based on the value or quantity as its name suggests which
are in terms of either time or cost.
Rest of the paper is organized as follows: In section 2 the related work is discussed, section 3 describes the proposed
method, section 4 includes experimental analysis and implementation and ﬁnally section 5 concludes this paper with
the future work.
2. Motivation
Insider attacks have became the most devastating threats in today’s world. According to Forrester research, 36% of
the attacks are due to the arrogant or careless user actions. The scope of the attack even became greater in the cloud
environment. There is a huge necessity for proper mechanism in mitigating the insider threats. This work contributed
a little in mitigating the insider threat by combining the trust, risk and access control.
3. Related Work
Many approaches have been proposed in mitigating the insider attacks. Behavior analysis in ﬁnding an insider
attack has got the central attention in many of the works. Behavior of a person can be monitored using the methods
like command sequence detection, searching behavior analysis, keystroke dynamics3, mouse dynamics5, etc. In this
work, keystroke dynamics is used as the continuous authentication system to validate a user based on his behavior.
The advantages of keystroke dynamics over other methods are simple, efﬁcient and more interactive.
Most of the above approaches are mostly static and are not ﬂexible for the vastly growing environment like the cloud.
Cloud is mostly distributed and different protection Threshold is needed for different objects present in the cloud. The
protection provided must be proportional to the value of the object under consideration. So this paper integrates the
risk to the behavioral metrics for a more robust and ﬂexible application for detection of insider attacks.
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Several risk assessment methodologies are evolved along with the advances in cloud. Many approaches were
applicable for traditional systems and some are most speciﬁc to the cloud. The proper negotiation between positive
and negative consequences of risk is the key part of learning. Risk assessment is the ﬁrst step in the process of risk
management6.
Some of the major risk assessment methodologies are
• Factor Analysis of Information Risk (FAIR)7
• Expression of Needs and Identiﬁcation of Security Objectives (EBIOS)8
• Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE)9
The common steps of every approach are Identiﬁcation of threat, Identiﬁcation of vulnerability and Risk assessment.
A risk assessment methodology for cloud computing by the approach of game theory is proposed in CCRAM10. This
method considers the beneﬁt of the attacker and cost of the defender to deﬁne a method to assess the risk. However,
all the risk assessment methodologies describe above are assess the risk in the perspective of cloud customer.
To cope with multi-national organizations which are having various kinds of policies and regulations with different
levels a Risk-Based Access Control was proposed11. In literature12, different risk levels are deﬁned based on the
operational need in order to make access decisions. Risk is considered as 14V ∗ P , where V is the value of information,
deﬁnes the resource sensitivity level, and P is the unauthorized disclosure probability, deﬁnes the user’s trust. The
security policies deﬁned in this model are changed dynamically according to the risk levels. In an access control model
for cloud computing AC313, a risk engine is used to calculate the associated risk.
These access control models focused on the control of access to the user depending on whether user is authorized
or not. However, authorities can be misused or can be used by other persons. Hence, in this paper access control is
integrated with a continuous biometric authentication system in order to prevent or detect the potential insiders. The
biometric authentication used in this approach is keystroke based. The science of keystroke dynamics has evolved a lot
in the past decade. Many authentication systems are proposed based on the keystroke dynamics. Keystroke dynamics
is a science of biometrics where the users are authenticated based on the typing behavior. The primary beneﬁt of
keystroke dynamics is its simplicity and ease of use3. A Support Vector Machine (SVM) is used as the classiﬁer in the
proposed technique.
4. Proposed work
The proposed method KRAC (Algorithm 1) is based on the implementation of Role Based Access Control (RBAC)
by incorporating trust and risk metric in an efﬁcient way. The basic idea is to maintain the resources allocated to the
user based on the risk associated with the resource and the trust the user maintain with the system. Most of the damages
caused by insiders are due to mishandling of privileges. Proper management of the privileges possessed by the user
during his/her session will reduce the impact of the attacks due to insider. This work is mainly used for mitigation of
masquerades.
There are two phases in this work: calculation of risk associated with a resource, and validating the user throughout
the entire session by a continuous authenticating system as shown in Fig. 1. Risk analysis is done ofﬂine and keystroke
analysis consists of both ofﬂine (registration) and online (validation) phases.
4.1 Risk analysis
Risk is deﬁned as the probability of occurrence of the damage caused by an impact, when the potential threat
associated with an object has been exploited either by vulnerability or by some error, or due to environmental
situations7. Every object possesses risk value either directly or indirectly, but it varies from higher to lower, depending
on the impact and the nature of the impact. Some risk is measurable and some or not. The impact of risk can be
reduced by placing the proper control measures in place. But providing control measures is not possible in all cases,
either because the control measure may not be available or the control measure may cost more than the value of the
asset which it protects. The remaining risk obtained by placing the suitable control measures in place, is termed as
residual risk, shown in Fig. 2. The calculation of risk is an ofﬂine work and every object will be assigned a value of
risk (RRO ) to it based on the permissions being possessed by the same and these values are stored into a database
called resource repository.
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Fig. 1. Access controller in mitigating insider threat.
Fig. 2. Risk analysis.
Calculation of risk is a four step process Vulnerability scanning, Checking for Control measures, Calculating the
Frequency, Deﬁning the loss.
In the ﬁrst step, vulnerabilities are scanned and the impact of vulnerability is determined by a score that can
be acquired from the Common Vulnerability Scoring System (CVSS)14, an open source framework to score the
vulnerabilities. A vulnerability is speciﬁc to cloud only when it satisﬁes one of these criteria:
1. Is elemental to or common to core technologies of cloud computing (Web application or services, virtualization,
and cryptography)
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2. Primary source of one of the NISTs speciﬁc cloud essential characteristics
3. Is it common in cloud offerings
4. Is it cause by defects of security control which are known but hard to implement in cloud speciﬁc environment
Once the vulnerabilities are scanned, the second step is to determine the suitable control measures or a patch to recover
from the vulnerability. This is an iterative process as shown in Fig. 2. This process will continue until the suitable
control measures can be applied to the detected vulnerabilities.
The third step in risk calculation is measuring the frequency of the loss based on the threat event frequency (TEF).
TEF is deﬁned as the number of times within a given timeframe, a threat community may act against an object7.
The fourth step is the estimation of loss, which is a measure of threat action and the loss forms. There are two kinds
of estimation in threat activity. One is worst case loss estimation and the other is probable loss estimation. The loss
is estimated on a scale of low to high. The estimated loss value of each and every object is assigned and stored in the
resource repository. Finally risk (RRO ) can be calculated by combining the loss estimation and the frequency of loss.
Risk is deﬁned as:
RRO = (Vulnerability ∗ T EF) − Control Measures (1)
Each user may request for one or more permissions if he/she is authorized. So the total risk will be the average of
all risky permissions. If a user will have n permissions, then the residual risk for that user will be given as:
RR =
∑n
i=1 RRi
n
(2)
4.2 Keystroke analyzer
There are two phases involved in keystroke analysis. The ﬁrst phase is the registration phase, in which keystroke
analyzer collects keystrokes activity from the user and a Support Vector Machine (SVM) is trained to generate a model
ﬁle corresponding to users in order to validate the user at the later stages. The registration phase is as depicted in
Fig. 3. In the validation phase, user activity is monitored and validated continuously based on their respective proﬁle,
and a Trust Value (TV) is generated for each and every keystroke generated. Initially the TV is assigned to 100. The
Trust Value uses a penalty and reward function. Whenever the user keystrokes deviates from the original proﬁles that
is registered with the system, then a penalty will be imposed to the Trust Value, on the contrast if the user satisﬁes
the proﬁle a reward will be added to the Trust Value. Thus the Trust Value will change rapidly with the user behavior.
The distance between the Support Vectors (SVs) and the hyper plane will better suitable as the metric in penalty and
reward function. If the user SVs fall under positive hyper plane, then it is reward otherwise penalty.
Fig. 3. Keystroke analyzer.
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Fig. 4. Feature extraction.
The distance of SV from a hyper plane can be measured as described in literature15.
D =
WT X + b
| W | (3)
where WT is a decision hyper plane normal vector (weight vector), b is an intercept term, and X is a vector point.
By applying reward and penalty function the Trust Value (TV) will become:
T Vi =
{
min(100, TVi−1 + D) if (predict == 1)
min(100, TVi−1 − D) if (predict == −1)
(4)
If the Trust Value goes below the predeﬁned Threshold (T) then that particular user is blocked. Validation phase is
depicted in Fig. 3.
Deﬁning Threshold is vital in a continuous authentication system as the legitimate user should not be rejected or
unauthorized user should not get granted access. Keystroke dynamics is under a special category of biometric systems.
Each biometric system possesses two importantmetrics which are termed as a False Acceptance Ratio (FAR) and False
Rejection Rate (FRR). In order to ﬁx the Threshold for a particular user, the proposed approach considers an Equal
Error Rate (EER) where both the metrics FAR and FRR are normalized or more generally the point of intersection of
both metrics. In continuous keystroke based authentication system, it is not only that the unauthorized user is rejected,
but the unauthorized user must get caught within a speciﬁc timeframe. The calculated TV, FAR, FRR values of each
user are stored in the trust repository.
4.3 Feature extraction
Keystroke analyzer monitors the user activity and collects the keystrokes of the respective users and stored in the
data store. The collected keystrokes are then used in registration phase and validation phase. However, submitting raw
data to the SVM is not possible. In order to feed data to the SVM, the data must be formatted into the manner in
which SVM accepts the data. SVM accepts only numerical data in order. So the raw data must be divided into different
features and assign numerical value to each of that features. The feature selection must be in a way such that they are
common to each and every user. In this approach, the features are selected based on the theory of keystroke dynamics.
The features set are in the form of (X 1 : f 1 2 : f 2 3 : f 3 4 : f 4 5 : f 5) where the raw data is processed and
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Fig. 5. Acceptability vs threshold.
arranged in this order. ‘X ’ here represents the either 1 or −1 which deﬁnes either the tuple belonging to the user or not.
‘ f 1’ represents the keywords, which are deﬁned as the most frequently occurring digraphs, trigraphs, and quadraphs
in English as well as computer literature (like commands, programming etc.,). The ‘ f 1’ feature is considered only
up to quadraphs because the deviation of the user in the large words greater than size of 4 is more. ‘ f 2’ represents
press-press value ‘PP’; it deﬁnes the difference between the press of last key and press of ﬁrst key in ‘ f 1’. ‘ f 3’
represents press-release value ‘PR’; it deﬁnes the difference between the press of last key and release of ﬁrst key in
‘ f 1’. ‘ f 4’ represents the release-press value ‘RP’; it deﬁnes the difference between the release of last key and press
of ﬁrst key in ‘ f 1’. ‘ f 5’ represents the release-release value ‘RR’; it deﬁnes the difference between the release of last
key and release of the ﬁrst key. The feature extraction is as shown in Fig. 4. The extracted features are then fed to SVM
for further processing.
4.4 Access controller
Each user request a service, by sending their user id, resource id and the operation to be performed on that resource,
in the form of a token reqi(Uid , Rid , Oid ) to the Access Controller (AC) as shown in Fig. 1. The AC will verify
whether the user having the permission for the operation to be performed on the object. Else the user will be rejected.
If the user is authorized then AC will calculate the Threshold from the information obtained from keystroke analyzer
and Risk analyzer. This threshold is used in continuous validation of the user as deﬁned in the algorithm. The Threshold
for a user is based on the EER value and the RRO of the requested object. When RRO = 1 then the risk is completely
high, that means no illegitimate user is allowed FAR = 0. The Threshold (T ) where FAR ≈ low is considered as high
(β), i.e., T = β and when RRO = 0 the user has to be allowed normally so the Threshold will be equal to EER which
is low (α) i.e., T = α. So Threshold (T ) can be calculated at given RRO by the equation as shown in Fig. 5:
T = α + ((β − α) ∗ RR) (5)
The trade off here is between the security and the usability. If the risk is very high the usability of the mechanism is
very strict that if a small deviation from the user identity has to deny the user and protects the system.
Once the Threshold is determined the access controller will create a session for the user to perform the requested
operation on the object. The session handler will invoke the keystroke analyzer (validation) which will monitor the
user for that entire session. Violation of behavior will cause the session handler to revoke the permissions given to the
user and the session will be canceled.
5. Experimental Results
An agent based architecture in cloud is simulated by the use of key logger that will run in each and every virtual
machine. Agent based architecture is helpful in monitoring the user at system level. Requests generated by the users
are received and are validated accordingly, as described in the proposed work. Random loss value is assigned to each
resource based on the usage of the resource. The loss value will be useful in the calculation of risk. Users can request
the resources any number of times, but only the possible request will be granted based on the request hierarchy. If the
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Algorithm 1. KRAC algorithm
request is not allowed the user will not get any access to the resource. Once the request is granted the user will be
monitored for his entire session. For simulation results the user data is divided into train data and test data. The train
data are used for the registration of user and the test data is used in the simulation of online validation of the user using
keystroke dynamics. The key logger will return the press and release of the every key to the central server.
The FAR and FRR of the users are constructed and EER is deﬁned. Once the EER is deﬁned the Threshold (T ) can
be derived from EER. The experimental results are as shown in the Fig 6. The frequency of the user data according to
the highest usable is as shown in the graph drawn in Fig. 7.
Once the Threshold is determined for the registered users, users can request the resources based on the privilege that
they are authorized. The privileges are all simulated from the dataset obtained from the CERT insider threat database
and a role hierarchy is constructed for roles16. Malicious behavior is introduced into the system at regular intervals to
check the system capability to detect the threats. The malicious behavior that is considered in this work is categorized
into a masquerade and an unauthorized access request. If any malicious behavior is detected by the system, then the
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Fig. 6. FAR-FRR and EER. Fig. 7. Users frequency of using a certain.
Table 1. Minimum number of keystrokes imposter can be used if the request is allow.
Minimum number of keystrokes Risk associated with resources
Imposters Low Medium High Critical
1 51–838 26–70 24–28 Not allowed
2 19–24 11–16 5–11 3–11
3 Not allowed Not allowed Not allowed Not allowed
4 Not allowed Not allowed Not allowed Not allowed
5 15–25 16–17 5–12 1–8
6 Not allowed Not allowed Not allowed Not allowed
7 16–22 12–16 6–12 1–8
8 18–29 11–18 5–12 1–6
9 15–21 11–21 8–13 1–8
10 12–372 15–19 9–14 1–9
11 17–378 10–14 5–11 2–5
system will revoke the permissions given to the user immediately. The efﬁciency of this system is calculated based on
the minimum number of keystrokes that a malicious user can get detected. The risk is divided into four categories of
low, medium, high, critical as deﬁned in literature7. The results for some imposter behaviors at accessing resources at
different risk criteria are as shown in Table 1.
The results described in the Table 1 represents the minimum range of keystrokes an imposter can able to submit,
before being rejected by the mechanism. The risk is divided into the criteria of low, medium, high and critical. The
results are simulated for different risk possessed objects.
6. Conclusion
In this approach an efﬁcient keystroke mechanism integrated into risk based access control is proposed. This
system is able to ﬁgure out the malicious behavior of the users and unauthorized requests of an insiders efﬁciently
by separating the user behaviors based on their keystroke content. The approach uses an SVM, a machine learning
approach which is used in training as well as in prediction of the user behavior accurately. In future, this work can be
improved by incorporating other user behavior analyzing techniques like command analysis, browsing analysis, etc.
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